Cryptography is the study of methods of sending messages in disguised form so that only the intended recipients can remove the disguise and read the messages. Information security has become a very critical aspect of modern communication systems. With the global acceptance of the Internet as a medium of communication, virtually every computer in the world is connected to every other. It has created a new risk for the users of the computers with a constant threat of being hacked and being victims of data theft. In this connection data encryption has become an essential part of secure communication of the messages. In the present paper we propose a new method of encryption of data in blocks using the operations Rotation and Logical XOR.
Introduction
Encryption is the process of converting a plaintext message into cipher text which can be decoded back into the original message using the secret key. An encryption/ decryption algorithm, along with a key is used in the encryption/decryption of data. There are several types of data encryption schemes which form the basis of network security. Encryption schemes are generally based on either block or stream ciphers. Historically the focus of encryption has been on the use of symmetric encryption to provide confidentiality. It is only in the last several decades that other considerations, such as authentication, integrity, digital signature have been included in the theory and practice of cryptology. The security of the message basically depends on two factors 1) confidentiality and 2)Authentication. One of the means of achieving confidentiality of the message is encrypting bulk digital data using block ciphers. Single round of encryption offers inadequate security but multiple rounds offer increasing security. In the present paper we propose a new method of encryption of data block in 8 rounds using Rotation and Logical XOR operations with a one-time sub key derived for each round from the session key of that particular data block which will be generated from the master key(private key). In the key scheduled algorithm [1, 2] for encryption/ decryption of the data proposed in this paper, the size of the data block is selected to be 64 characters. The characters of each data block are coded to 8 bit binary format using ASCII code table and are written as an 8x8 matrix. The binary digits of each element of the message matrix are rotated to new positions so that the outcome is a new element. The number of places an element rotated is different for different elements in each round of encryption i.e. rotation of the digits is not fixed, but depends on the sub keys derived for each round of encryption from the session key of each data block. The session key of each data block is generated [13, 14] from the master key (private key) agreed upon by the communicating parties. Between two successive rotation operations the logical XOR operation is performed on each element of the matrix with its nearest four neighbouring elements so that on completion of eight rounds of rotations and XOR operations good avalanche effect is achieved which is one of the desired properties of encryption algorithm. The procedure designed in this method ensures that the message is highly secure as long as the key selected by the communicating parties is secure. The encryption/ decryption procedure further assures relatively low computation overhead. A Logical XOR gate is digital logical gate which performs a logical operation on one or more logic inputs and produces a single logic output. Several researchers of cryptography used the logical operation XOR [7, 8] in their encryption protocols. For describing the algorithm the following notation and definitions are adopted:- S is the operator used for deriving the sub key for the (m+1) th round encryption of nth data block from the session key used for the first round operation i.e. 
Symbols and Notation

Symbol
is the operator which defines the session key generation for the first round encryption of the nth data block from the session key used for the first round encryption of the (n-1) th data block. Before communicating the messages both the sender and the receiver agree upon to use the secret key which is in the form of an 8x8 matrix K (master key) whose elements are the decimal digits from 0 to 7. This matrix K (master key) is denoted by The proposed key scheduled algorithm in this paper is less prone to timing attacks because the time required to encipher or decipher a data block is same for all data blocks since time for enciphering or deciphering is independent of characters in the data block. Even though the original message contains less that 64 characters the remaining characters are filled at random, so that each data block contains exactly 64 characters.
The size of the key is 64 decimal digits where each decimal digit takes values from 0 to 7. Hence 64 8 different keys are possible. It is estimated that on a 4GHz single core processor the time required to encipher/ decipher a text block is 18µsec. Hence, the vulnerability to brute force attack is very less [the life time of a human being i.e., 100years is approximately equal to 3Gsec, the time required to try all possible keys to decipher a single cipher block by brute force method is roughly 5Gsec] It is estimated that the time required to encipher a text book containing 500 pages, each page having 40 lines and each lines having 40 characters is 7½minutes. 
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